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Summary. This memorandum establishes
policy and procedures which comply with the
requirements of AR 380-5, paragraph 13-304.

Applicability.  This memorandum is applicable
to all personnel within Headquarters, United
States Army Recruiting Command and Head-
quarters, United States Army Recruiting Sup-
port Brigade.

Proponent and exception authority. The pro-
ponent of this memorandum is the Commander,
United States Army Recruiting Support Brigade.
The proponent has the authority to approve ex-
ceptions to this memorandum that are consis-
tent with controlling law and regulation. Propo-
nent may delegate the approval authority, in writ-
ing, to the executive officer within the proponent
agency in the grade of lieutenant colonel.

Army management control process. This

memorandum contains management control
procedures in accordance with AR 11-2 but
does not identify key management controls that
must be evaluated.

Suggested improvements. The proponent
agency of this memorandum is the Commander
of the United States Army Recruiting Support
Brigade. Users are invited to send comments
and suggested improvements on DA Form 2028
(Recommended Changes to Publications and
Blank Forms) directly to Cdr, RS Bde (RCRS-
SEC), Fort Knox, KY 40121-2726.

Distribution.  Distribution of this memorandum
has been made in accordance with USAREC
Pam 25-30, distribution E.

Contents (Listed by paragraph number)

Chapter 1

General

Purpose e 1-1

References o 1-2

Explanation of abbreviations e 1-3
Responsibilities and duties o 1-4
Recordkeeping e 1-5

Chapter 2

Training and Education
Security education e 2-1
Security training e 2-2

Chapter 3

Inspections

General o 3-1

Annual, announced SM inspections e 3-2
Unannounced after duty hours inspections e 3-3
During duty hour spot checks e 3-4

Reporting e 3-5

Entry and exit inspections e 3-6

Chapter 4

Information Security

General o 4-1

Security containers e 4-2
Custodial procedures e 4-3
Destruction procedures e 4-4

Chapter 5

Classification

General o 5-1

Original classification authority e 5-2
Derivative classification authority e 5-3
Classification guidance e 5-4

Chapter 6

Transmission of Classified Information
General o 6-1

Mail o 6-2

Messages e 6-3

Distribution system e 6-4

Receipt system e 6-5

Hand-carrying classified information e 6-6

Chapter 7
Reproduction
General o 7-1
Procedures e 7-2

Chapter 8
Accountability

Chapter 9

Violations or Compromises
General o 9-1

Procedures e 9-2

Chapter 10
Key Control

Chapter 11

For Official Use Only Information

General o 11-1

Markings e 11-2

Dissemination, transportation, and transmission
o 11-3

Safeguarding e 11-4

Disposal e 11-5

Appendix A. References

Glossary

Chapter 1
General

1-1. Purpose

This memorandum establishes policy and pro-
cedures which comply with the requirements of
AR 380-5, paragraph 13-304.

1-2. References
For related publications and blank forms see
appendix A.

1-3. Explanation of abbreviations
Abbreviations used in this memorandum are
explained in the glossary.

1-4. Responsibilities and duties

a. The security officer is responsible for es-
tablishing an effective Information Security Pro-
gram for the United States Army Recruiting
Command (USAREC). This includes establish-
ing local information security policies and pro-
cedures; initiating and supervising measures or
instructions necessary to ensure continued pro-
tection of classified information; assuring that
Headquarters, United States Army Recruiting
Command (HQ USAREC) and Headquarters,
United States Army Recruiting Support Brigade
(HQ RS Bde) personnel requiring access to
classified information are properly cleared and
continually assessing the individual trustworthi-
ness of personnel who possess a security clear-
ance. This memorandum provides additional
working guidance and current regulatory policy
as contained in AR 380-5. The provisions of
this memorandum are applicable to all HQ
USAREC and HQ RS Bde activities to ensure
compliance with requirements of AR 380-5.

b. USAREC security manager (SM). The
security officer, HQ RS Bde, is appointed as the

*This memorandum supersedes USAREC Memorandum 380-3, 17 August 1993.
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USAREC SM and is the commander’s autho-
rized representative for Department of the Army
(DA) security programs. The USAREC SM is
responsible for the overall development, man-
agement, implementation, and administration of
USAREC security programs. The SM will:

(1) Advise and represent the commander on
matters related to the Information Security Pro-
gram.

(2) Establish and implement an effective se-
curity education program.

(3) Establish procedures of assuring that all
persons in HQ USAREC and HQ RS Bde granted
access to classified material are properly
cleared and have received required security
briefings.

(4) Advise and assist all USAREC person-
nel regarding the classification of material.

(5) Ensure that classification guides for mark-
ing, handling, dissemination, protection, repro-
duction, and destruction of classified material
are available for use by HQ USAREC and HQ
RS Bde personnel.

(6) Conduct annual reviews of classified hold-
ings for proper marking, downgrading, declas-
sification, or destruction.

(7) Supervise and conduct security inspec-
tions and spot checks for all USAREC activi-
ties.

(8) Be the single point of contact on security
matters for HQ USAREC and HQ RS Bde ac-
tivities.

(9) Establish effective and comprehensive
standing operating procedures for HQ USAREC
and HQ RS Bde.

(10) Provide policy, advice, and assistance
to commanders, supervisors, and appointed SM
at directorate, recruiting brigade, and recruiting
battalion levels throughout USAREC.

c. Directorate SM. Each directorate shall ap-
point, in writing, an SM for their activity. Direc-
torate SM are responsible for the administration
of security programs within their activity and
serve as a central point of contact with the HQ
RS Bde Security Division. Directorate SM will:

(1) Ensure that all personnel assigned to their
activity have received required security briefing
from the HQ RS Bde Security Division and that
each individual inprocess and outprocess
through the HQ RS Bde Security Division.

(2) Ensure that classified material and offi-
cial mail is protected and safeguarded and that
classified material is destroyed according to AR
380-5 and this memorandum.

(3) Be the single point of contact on security
matters for their activity as described in this
memorandum. Coordinate actions with the HQ
RS Bde Security Division as required.

(4) Ensure that personnel having access to
classified material or are designated to open
official mail have been properly briefed by the
HQ RS Bde Security Division.

(5) Maintain and update their activity’s ex-
tract of the HQ USAREC Security and Access
Roster as provided by the HQ RS Bde Security
Division.

(6) Report all security violations to the HQ
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RS Bde Security Division.

1-5. Recordkeeping
The SM will maintain written records of all ac-
tions related to security in the office files.

Chapter 2
Training and Education

2-1. Security education

The SM shall implement a security education
program that will stress the protection of classi-
fied information (AR 380-5, para 13-304).

2-2. Security training

a. Initial security training. Initial security edu-
cation will, as a minimum, be designed to:

(1) Advise personnel of the adverse effects
to national security which could result from un-
authorized disclosure and advise them of their
personal, moral, and legal responsibility to pro-
tect classified information within their knowledge,
possession, or control.

(2) Inform personnel of the procedures to be
used for the classification, marking, handling,
dissemination, protection, and destruction of
classified information.

(3) Familiarize personnel with responsibilities
for challenging classification decisions believed
to be improper.

(4) Ensure HQ USAREC and HQ RS Bde
personnel are aware of the security require-
ments for their particular assignment or job.

(5) Ensure personnel are aware of the tech-
niques employed by foreign intelligence services
to obtain classified or sensitive national defense
information and their responsibility to report such
attempts immediately.

(6) Advise personnel of the penalties of en-
gaging in espionage.

(7) Instruct personnel that individuals hav-
ing knowledge, possession, or control of classi-
fied material must determine, prior to release of
such material, that the prospective recipient has
a valid security clearance, a need-to-know the
information to perform his or her job, and can
properly protect or store the material.

(8) Advise personnel of the strict prohibition
against discussing classified information over
an unsecure telephone in public or in any other
manner that permits interception by unautho-
rized personnel.

(9) Inform personnel of the requirement for
foreign travel briefings prior to travel outside the
48 continental United States (CONUS).

(10) Advise personnel of the requirements
to report such matters as:

(a) Security violations and the possible loss
or compromise of classified material.

(b) Information that could reflect adversely
on the trustworthiness of an individual who has
access to classified information.

b. Refresher training or briefings. At a mini-
mum, the SM will ensure that all personnel
granted access to classified information receive
annual security education or briefing on the sub-
jects listed above.
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c. Subversion and Espionage Directed
Against the U.S. Army. Personnel will receive an
initial briefing within 72 hours of employment.
Biennial Subversion and Espionage Directed
Against the U.S. Army training will be conducted
by the 902d MI Resident Field Office or the HQ
RS Bde Security Division. The security officer
will present the training when the 902d is not
available.

d. Foreign travel briefings. Individuals hav-
ing access to classified material will receive a
briefing on the protection of classified informa-
tion and hostile intelligence service techniques
to obtain such information prior to departure from
the unit. In addition, a terrorism counteraction
briefing and an area specific threat briefing will
be prescribed. These briefings must be given
for any travel outside CONUS.

Chapter 3
Inspections

3-1. General

The SM will conduct self-inspections, spot
checks, and inspect USAREC activities. In-
spection will be conducted using the guidelines
below.

3-2. Annual, announced SM inspections
The inspection will be conducted every 2 years
and will include, but is not limited to:

a. A review of security standing operating
procedures, previous inspection reports, spot
checks, and records of advice and assistance
visits which identify previous findings and weak-
nesses.

b. Review of classified document holdings
and number of personnel who work with classi-
fied information.

c. Coordinate the inspection with the
USAREC activity.

d. Conduct security inspection (allow on-the-
spot corrections if time permits) and outbrief the
activity commander or director and SM on any
deficiencies noted during the inspection.

3-3. Unannounced after duty hours inspec-
tions

a. Conducted once every 18 months for each
HQ USAREC and HQ RS Bde directorate or
activity.

b. Contact will be made with the activity di-
rector one-half hour prior to close of business
to gain access to activity to conduct the inspec-
tion.

c. Areas to be inspected will be similar to the
announced inspection.

3-4. During duty hour spot checks

The SM will conduct a spot check of USAREC
activities quarterly. This will consist of a walk-
through to ensure proper procedures are being
followed in handling and storing classified infor-
mation, computer security requirements (i.e.,
information has not been left on screen when
equipment is unattended, equipment is used only
by authorized users).



3-5. Reporting

a. A report of all inspections, other than en-
try and exit inspections will be provided to the
security officer and the activity director within
10 working days of any inspection.

b. The SM will retain a copy of the inspection
on file until the next inspection.

3-6. Entry and exit inspections

Requirements for these functions are contained
in AR 380-5, paragraph 5-300. Inspections shall
be conducted on a quarterly basis and shall be
unannounced. Inspections shall be conducted
for the sole purpose of detecting and deterring
the unauthorized removal of classified informa-
tion.

a. All individuals to include contractors, ven-
dors, and visitors entering or exiting buildings
during the inspection period, regardless of rank,
are subject to inspection by designated person-
nel.

b. Inspections shall be limited to that which is
necessary to determine whether classified ma-
terial is contained in briefcases, shoulder or
handbags, luggage, athletic bags, packages, or
other similar containers. Inspections will not be
conducted of wallets, change purses, clothing,
cosmetic cases, or other objects of usually per-
sonal nature.

c. The initiation of the USAREC Entry and
Exit Inspection Program will be disseminated to
all directorate personnel at least 60 days prior
to implementation.

d. The Commander of the RS Bde, shall ap-
point in writing an individual or individuals with
proper clearance and access to serve as in-
spectors for the program.

e. Inspections will be conducted at one or
more entry or exit points, as desired. Inspec-
tions will not be conducted at all entry or exit
points simultaneously. Inspections will not sig-
nificantly disrupt the entry or exit or mission of
personnel or visitors.

f. Inspections will be conducted on a random
basis using an established standard (e.g., ev-
ery person, every other person, every fifth per-
son, etc., entering or departing the building will
be selected for inspection).

g. Persons authorized to hand-carry classi-
fied material must have in their possession an
appropriately issued DD Form 2501 (Courier
Authorization Card). Should inspectors deter-
mine that USAREC personnel do not have ap-
propriate authorization to hand-carry classified
material, they shall request and record the
name, employing office, name of immediate su-
pervisor, and purpose of possession from
the individual and record the date and time of
the occurrence.

h. The inspector will advise the HQ RS Bde
Security Division, the individual's director, and
the immediate supervisor that classified mate-
rial was in the possession of the named indi-
vidual without apparent authority. The above
information will be reported no later than the
next regularly scheduled duty day following the
inspection.

i. In the event that individuals not assigned to
HQ USAREC or HQ RS Bde are detected with
unauthorized possession of classified informa-
tion, information in g above will be obtained and
reported immediately to the HQ RS Bde Secu-
rity Division who will, in turn, notify the individual’s
activity SM.

j. If the HQ RS Bde Security Division, the
individual’s director, or the employing office de-
termines that classified material was removed
without authority, the Security Division will ini-
tiate a preliminary inquiry. Where such inquiry
confirms a violation of security procedures, other
than espionage or deliberate compromise, a
preliminary report of investigation will be con-
ducted under the provisions of AR 380-5, chap-
ter 6. Upon completion, appropriate administra-
tive, disciplinary, or legal action shall be taken.

k. Inspectors will prepare a written record of
all inspections and will include as a minimum the
date and time of inspection, number of instances
in which persons hand-carried classified infor-
mation without apparent authorization, and any
problems encountered during the inspection.
These results will be forwarded to the HQ RS
Bde Security Division within 24 hours of the in-
spection.

Chapter 4
Information Security

4-1. General

Safeguarding and limiting access on the basis
of the need to know and a valid security clear-
ance is the responsibility of all users and hold-
ers of classified information. Directorate and
unit or activity SM are responsible for ensuring
that personnel handling classified material are
aware of and comply with this requirement and
that adequate measures are taken to safeguard
the material while it is in their directorate’s, unit’s,
or activity’s control. The custodian of classified
material is the person who has it in his or her
possession (AR 380-5, para 5-200).

4-2. Security containers

General Services Administration (GSA) ap-
proved security containers will be used to store
classified material. Each container will be marked
externally with the container serial number or
symbol. This marking is for identification and will
not indicate either the level of classified material
contained within or the evacuation priority (AR
380-5, paras 5-104 and 5-202). All security
containers used for the storage of classified
material will have a red “OPEN” sign displayed
on the top drawer of the container when un-
locked and when locked and properly checked,
a white “CLOSED” or “LOCKED” sign will be
displayed on the top drawer of the container.
The tops and sides of all security containers
shall be kept free of all extraneous materials
except emergency actions procedure instruc-
tions, which shall be posted on the side of the
container. Open containers will not be left unat-
tended at any time. When not in use or when
taken out of service, the combination will be
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changed to 50-25-50 and a notice, “This Con-
tainer Will Not Be Used for Storage of Classified
Material,” will be posted on the front of the con-
tainer.

a. The HQ RS Bde Security Division has one
GSA approved security container which is used
by Security Division personnel for the storage
of classified material. HQ USAREC and HQ RS
Bde activities requiring storage of classified ma-
terial, but not having a GSA approved container
may use the Security Division container. Sev-
eral containers are located throughout HQ
USAREC and must be under the supervision
and control of the individual activity SM and su-
pervisory personnel.

b. Forms. SF 700 (Security Container Infor-
mation), SF 702 (Security Container Check
Sheet), a reversible open and closed sign, and
an emergency evacuation and destruction plan
will be posted on a side of the container or in the
vicinity of each security container (AR 380-5,
paras 5-104 and 5-202).

(1) SF 700. SF 700 will be completed and
part 1 will be attached to the inside front locking
drawer of each security container. Part 3, which
contains the combination, will be marked with
the highest classification of material stored in
the security container and will be placed inside
part 2 envelope and sealed. Part 2 envelope will
be marked with the same classification level as
part 3. Part 2 envelope will be stored in the
security container located in the HQ RS Bde
Security Division. The security container lo-
cated within Command Group, 1307 3rd Av-
enue, Fort Knox, KY, will be used for the part 2 of
SF 700 for the security container located in HQ
RS Bde Security Division.

(2) SF 702. SF 702 will be used on each
security container. The date and time the con-
tainer is unlocked and locked will be recorded.
The last entry of the day will also record the
initials and time that the container was checked.
This must be someone other than the person
locking the container. Any available person may
conduct the check. If the container is not opened
on a day the office is opened, record the date
and initial the “checked by” column. SF 702 will
be kept on file for 24 hours after it has been filled
out on both sides, then discarded, unless it is
needed for an investigation of a possible secu-
rity violation.

c. Combinations. Combination to each se-
curity container will be changed at least annu-
ally, or when a person having access to the
container is transferred, discharged, reassigned,
or their security clearance is revoked or ac-
cess suspended. Combination will also be
changed if the combination has been or is sus-
pected of being compromised. (Should North
Atlantic Treaty Organization (NATO) informa-
tion be stored in the security container the com-
bination will be changed every 6 months (AR
380-5, paras 5-104 and 5-202).

NOTE: Individuals who have been given the
combination to the security container are re-
sponsible for memorizing the combination. It will
not be carried in a billfold, purse, or written on a
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calendar, etc.

d. Open storage. Neither the HQ RS Bde
Security Division nor any other HQ USAREC or
HQ RS Bde activity has approved open storage
areas.

e. Container markings. Security containers
will be marked externally with the security con-
tainer number. It will not be marked to indicate
the level of classification of material contained,
evacuation priority, nor will it show the classifi-
cation level of a particular drawer. Part 1, SF
700 will be used to record the container’s num-
ber. Evacuation priority markings will be placed
on the inside top lip of each security container
drawer (AR 380-5, paras 5-104 and 4-203).

4-3. Custodial procedures

a. Care during duty hours.

(1) Cover sheets. Classified material re-
moved from security containers will be kept
under constant surveillance. Cover sheets (SF
704 (SECRET Cover Sheet) or SF 705 (CON-
FIDENTIAL Cover Sheet)) will be attached to
the front of any document removed from the
security container. Working papers, drafts, and
classified documents generated by activity per-
sonnel will also have cover sheets attached.
When classified material is transported from one
location to another, it will be covered in such a
manner as to prevent viewing (i.e., briefcase,
manila folder, or brown envelope).

(2) Work habits. Whenever an individual
uses classified information on a daily basis, there
may be a tendency to become careless with its
protection. Work habits need to be developed
that will provide appropriate security for the clas-
sified material, regardless of whether the infor-
mation is contained in a document, working pa-
per, draft, or on a typewriter ribbon.

(3) Safeguarding waste materials. Waste
materials (i.e., typewriter ribbons, microfiche,
carbons, drafts, working papers) will be stored
in a security container until such time as they
can be destroyed.

(4) Mail screening procedures. Personnel
authorized to pickup, deliver, receive, or open
first class, certified, or registered mail must have
a valid security clearance.

(a) Personnel authorized to pickup, deliver,
or open first class, registered, or certified mail
will be listed on an access roster which is main-
tained and distributed to HQ USAREC director-
ate SM by the HQ RS Bde Security Division.

(b) Individuals picking up mail will ensure it is
continually protected until it can be determined
that it contains no classified material.

(c) First class, registered, or certified mail
will not be left unattended on desktops or in in-
boxes and out-boxes until classification has
been determined.

(d) Mall that contains classified information
will be placed in a security container or, if no
longer needed, destroyed.

(5) Removal of classified material from HQ
USAREC building(s). Only the security officer
may authorize removal of classified informa-
tion, after duty hours, from any HQ USAREC
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building(s). Appropriate security measures ap-
ply and an operational requirement must exist
to remove the documents after duty hours.

(6) Telephone security. The telephone is not
a secure means of communication. Individuals
using a telephone in an area where classified
information is being discussed should use cau-
tion. Do not discuss sensitive or classified in-
formation in an area where it may be picked up
on an open telephone line. Use only secure
telephones when discussing classified informa-
tion and do not let yourself be overheard during
someone else’s telephone conversation.

(7) Personnel in possession of classified ma-
terial will ensure entry into work area is con-
trolled when processing classified information.
Individuals working with classified information
should be aware of any visitors in the area and
cover and protect their materials.

b. Emergency planning. The emergency
evacuation and destruction plan will be posted
in the vicinity of each security container. Per-
sonnel having access to classified information
should become familiar with the plan and aware
of their responsibilities in the event of an actual
emergency. The emergency evacuation and
destruction plan will be tested annually.

c. End-of-day security checks. An end-of-
day security check will be conducted using SF
701 (Activity Security Checklist). An integral
part of the security check will be, as a minimum,
where applicable, checking each security con-
tainer to ensure it is locked and that reproduc-
tion machines and/or shredders are checked to
ensure classified material has not been left un-
attended or partially destroyed. This checklist
will be posted at the lockup door for each indi-
vidual office or section. This checklist may in-
clude such items as: Recording that computers
are powered-off, all unnecessary utilities are
turned off, windows locked, and file cabinets,
desks, and so on are locked or other end-of-
day procedures that are deemed necessary by
the activity supervisor.

d. Classified meetings and briefings. Classi-
fied meetings may be conducted in HQ USAREC
buildings when approved by the HQ RS Bde
security officer.

(1) The HQ RS Bde Security Division or
individual(s) in charge of the briefing or meeting
will ensure personnel attending have a valid
security clearance and a need for the informa-
tion.

(2) When classified information is disclosed
during a meeting or briefing, what level of the
classified material will be announced and at-
tendees advised of the consequences of unau-
thorized disclosure of classified information prior
to discussion.

(3) Immediately upon completion of classi-
fied meeting or briefing, the individual in charge
of the briefing or meeting or the SM will ensure
that any notes, working papers, etc., are appro-
priately marked and safeguarded or destroyed.
An area check will be conducted to ensure clas-
sified material or classified waste has not been
left in the area.
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e. Foreign nationals.

(1) All requests for visits by foreign nationals
will be referred to the HQ RS Bde Security Divi-
sion.

(2) HQ USAREC or HQ RS Bde personnel
will not extend invitations or sponsor visits of
foreign nationals to Army installations without
Headquarters, Department of the Army (HQDA)
approval. Approval request will be submitted
through the security officer or SM. (See AR
380-10 for additional information.)

(3) Should a classified visit be approved by
DA, OACSI, written authorization will list infor-
mation authorized to be released during the visit.
Do not discuss or release information (classi-
fied or unclassified) to a foreign national if it is
not listed on the authorization memorandum. If
the foreign national requests information not
listed on the authorization memorandum, imme-
diately notify the SM or the security officer.

f. Receipt of classified materials. Each ac-
tivity receiving classified material has the re-
sponsibility to properly safeguard, control ac-
cess to, store, and destroy classified material
obtained from internal and external sources.

4-4, Destruction procedures

a. Classified documents will be destroyed by
shredding and/or burning. Personnel will imple-
ment the following when destroying classified
documents (AR 380-5, chap 9).

(1) TOP SECRET (TS) material. Requires a
“two-man witness” record of destruction. DA
Form 3964 (Classified Document Accountabil-
ity Record) used to record the destruction will
be signed by the individual destroying the docu-
ment and the individual witnessing the destruc-
tion. (Although HQ USAREC and HQ RS Bde do
not store TS material, SM should be aware of
the correct procedures for handling and destroy-
ing TS material.)

(a) Each DA Form 3964 will be serially num-
bered in calendar year series. The serial num-
ber and date of destruction will be recorded on
TS control registers to indicate that the material
has been destroyed.

(b) Destruction records (DA Form 3964) will
be maintained a minimum of 2 years.

(2) SECRET.

(a) Records of destruction are not required
for SECRET except when NATO SECRET docu-
ments and certain other types of specially con-
trolled SECRET material is destroyed.

(b) When required, DA Form 3964 will be
used to indicate destruction of SECRET mate-
rial. Only one cleared person has to sign such
records. Destruction records will be maintained
for 2 years.

(3) CONFIDENTIAL. Same procedures as
for SECRET.

b. Classified documents will not be retained
more than 5 years from the date of origin unless
retention is authorized by the security officer in
accordance with DA record disposition sched-
ules.

¢. HQ USAREC and HQ RS Bde personnel
will use the shredder located in the Security



Division for the destruction of classified docu-
ments up to and including SECRET documents.

d. Material to be shredded must have all
staples, paper clips, and other plastic or metal
bindings removed. Upon completion of shred-
ding, the shredder will be checked to ensure
pieces of the document(s) have not lodged in
the shredder blades.

e. Typewriter ribbons, microfiche, or floppy
automatic data processing disks will not be de-
stroyed in the shredder. Destruction of such
material will be by burning.

Chapter 5
Classification

5-1. General
The authority to classify a document, extract,
or material comes from two sources:

a. Original authority, or

b. Derivative authority (AR 380-5, para 1-
600).

5-2. Original classification authority
There are three levels of original classification
authority (AR 380-5, para 1-600).

a. TS. No one at USAREC has original clas-
sification authority for TS material.

b. SECRET. No one at USAREC has original
classification authority for secret material

c. CONFIDENTIAL. No one at USAREC has
original classification authority for confidential
material.

5-3. Derivative classification authority

This authority is gained when extracting classi-
fied information from a document (or several
documents), following a classification guide, a
directive, or regulation (AR 380-5, para 1-601).

a. Single source document. When extract-
ing classified material from one document to
create another document, the classification au-
thority for the new document will be the original
source document. The identifying data of the
source document(s) will be recorded in the
“Classified By” line on the new document (AR
380-5, para 2-212).

b. Multiple sources. When extracting classi-
fied material from two or more sources to cre-
ate a document, the classification authority is
multiple sources and will be entered on the
“Classified By” line. The file copy will reflect
each of the sources of classification (AR 380-5,
para 4-103).

c. Classification markings. Physical mark-
ings (at least 1/2 inch or larger) or a different
style of print than that found in the document
text will be used to warn the holder about the
classification of the information involved.

(1) Documents. The individual preparing a
classified document is responsible for ensuring
that all documents or materials are correctly
marked. In addition, the creator or individual
working with the classified document must en-
sure that the SM has the opportunity to review
them for appropriate markings (AR 380-5, para
13-204).

(2) Other classified material. Slides, films,
vu-graphs, etc., will be marked according to
content with the classification level of the infor-
mation contained (AR 380-5, para 4-302).

(3) "Classified By” line. The “Classified By”
line lists the classification authority for the docu-
ment. The “Classified By” line is part of the
administrative marking and will appear at the
lower right-hand corner of the cover (if any) and
first page of the document. On other material it
must be placed on or attached to the material in
such a manner that it can be easily seen. This
information must appear on all classified docu-
ments and material (AR 380-5, para 1-600 and
chap 4).

(4) "Declassify On” line. The “Declassify On”
line is a required element of the overall mark-
ings and appears directly below the “Classified
By” line. This line must indicate a date or event
when the material becomes unclassified. If a
specific date or event cannot be determined,
this line will reflect “Originating Agency’s Deter-
mination Required.” If the classification is de-
rived from a source document, the new docu-
ment will reflect the same marking as the source
document. If the classification is derived from
multiple sources, the new item will reflect the
latest date (AR 380-5, paras 4-103a, 4-103b, 4-
401, and 4-402).

(5) Review. Classified documents must be
reviewed when prepared to ensure compliance
with AR 380-5. This should be done when in the
draft form and prior to dissemination. Old docu-
ments will be reviewed periodically by the SM to
ensure they are in compliance with AR 380-5. A
review of all classified holdings will be conducted
by the SM at least annually (AR 380-5, para 13-
304).

(6) "Downgrade On” line. This line is a re-
quired element of the overall markings if there is
a specific event or time when the material can
be downgraded. It appears directly below the
“Declassify By” line. If a specific date or event
cannot be determined, this line will not be in-
cluded in the overall document markings (AR
380-5, paras 4-103, 4-103b, and 4-401).

5-4. Classification guidance

a. The original classification authority must
personally review material prepared and iden-
tify the specific items of information that require
protection, the degree of protection, and the
length of time protection is required. A record
copy of the document, along with the classifica-
tion guidance will be maintained. Originators of
original classified material are subject to chal-
lenge as to the classification by any user of the
material.

b. Derivative classification decisions. Most
decisions concerning classification will be based
on other authority or based upon written classi-
fication guide(s) which explains exactly the in-
formation requiring protection. When there is
uncertainty, the originator should be contacted
to provide a copy of the classification guide or
written classification instructions. When mul-
tiple source documents are used in making de-
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rivative classification decisions, it is a require-
ment to maintain a listing of classification sources
used with the new original document file copy
(AR 380-5, para 2-400).

¢. HQ USAREC and HQ RS Bde employees
wishing to challenge the classification level of a
document will contact the SM for guidance (AR
380-5, para 2-400).

Chapter 6
Transmission of Classified Information

6-1. General

Compromise of classified documents results
when required procedures are not followed in
the transmission of classified material. The HQ
RS Bde Security Division is responsible for en-
suring that all personnel are familiar with the
correct procedures for safeguarding classified
information during transmission (AR 380-5, para
13-304).

6-2. Mail
The procedures for mailing classified material
varies with the level of classification.

a. TS material. TS material will not be sent
through the U.S. mail. (See AR 380-5, para 8-
101 for approved methods of transmission or
transportation of TS material.)

b. SECRET material. SECRET material may
be sent by registered mail carried by the U.S.
Postal Service within and between the U.S. and
its territories, provided that the information does
not pass out of U.S. citizen control and does not
pass through a foreign postal system or any
foreign inspection.

c. CONFIDENTIAL material. CONFIDEN-
TIAL material may be sent first class by U.S.
Postal Service within the U.S. and its territories.
However, the outer envelope or wrapper shall
state: “POSTMASTER: Address Correction
Requested/Do Not Forward.” (AR 380-5, para
8-103.) CONFIDENTIAL material will be sent
registered mail only as indicated below:

(1) CONFIDENTIAL NATO information.

(2) CONFIDENTIAL information to and from
Fleet Post Office or Army Post Office addresses
located outside the U.S. and its territories.

(3) Classified material dispatched to and
from U.S. activities in Panama.

d. Whenever classified material is mailed, it
will:

(1) Be enclosed in two opaque envelopes.

(2) The inner envelope will reflect the receiv-
ing activity’s address, security office address,
and will be stamped front and back, top and
bottom, with the overall classification of the ma-
terial contained within. The document will be
folded or covered in such a manner that the text
will not be in direct contact with the envelope.

(3) DA Form 3964 (two copies) will be at-
tached to or enclosed in the inner envelope and
a third “suspense” copy will be maintained until
the original DA Form 3964 is returned by the
addressee.

(4) The inner envelope will be sealed in such
a manner that any attempts to gain access would
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leave evidence of tampering.

(5) The outer envelope will show the com-
plete mailing address of the addressee and the
Security Division. Do not mark the outer enve-
lope with any classification markings or any other
type of unusual markings or data that might indi-
cate the contents are classified.

e. The HQ RS Bde Security Division will
screen all classified mail leaving HQ USAREC
and HQ RS Bde for correct markings, the inclu-
sion of two copies of DA Form 3964, and proper
wrapping procedures.

f. DA Form 3964 will be maintained on file for
5 years.

6-3. Messages

TS, SECRET, and CONFIDENTIAL messages
will be transmitted through the Fort Knox Com-
munications Center, Director of Information
Management, building 1110.

6-4. Distribution system

Frequent errors are made when sending clas-
sified material. The most frequent error is plac-
ing the classified material in a “shotgun” enve-
lope and sending it through unclassified, uncon-
trolled channels. The SM will be notified when
classified documents are to be mailed. Mail re-
ceived through distribution will be screened im-
mediately to ensure it does not contain classi-
fied material (AR 380-5, para 8-200).

a. The security officer or SM will initiate a
preliminary inquiry to determine the circum-
stances surrounding the possible violation or
compromise.

(1) A properly cleared, disinterested party
(commissioned officer, warrant officer, noncom-
missioned officer (sergeant first class or above),
DA civilian (GS-7 or above)) may conduct the
preliminary inquiry.

(2) If a specific person is involved in the cir-
cumstances surrounding the violation or com-
promise, the individual conducting the inquiry
will possess a rank or grade equal to or higher
than that individual.

(3) If the preliminary inquiry findings are de-
termined to be sufficient for final disposition, the
inquiry will be closed.

(4) If the preliminary inquiry determines that
further investigation is required, it will be con-
ducted in accordance with AR 15-6.

b. Sanctions may be imposed on the indi-
vidual found responsible for the violation. These
sanctions range from oral reprimands to sus-
pension from work without pay for a to be deter-
mined period of time.

"An individual found to have committed a se-
curity violation due to negligence or knowingly
and willfully, regardless of the presence of mali-
cious intent, may have administrative or puni-
tive sanctions imposed. (This requires being
able to show that the individual was aware of the
security requirements, but failed to follow them
due to negligence or made a conscious deci-
sion to disregard them.” (AR 380-5, chap 6 and
para 14-101.)

c. Reporting. All reports of preliminary in-
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quiries will be submitted to the security officer
for review and corrective actions to be taken
(AR 380-5, para 6-103).

6-5. Receipt system
A receipt system will be used for the following
types of classified material:

a. TS. TS will be transmitted under a con-
tinuous chain of control and DA Form 3964 will
be used (excluding communications security
(COMSEQ)) to indicate each individual having
had access to the document. (The HQ RS Bde
Security Division does not maintain any TS docu-
ments.)

b. SECRET.

(1) DA Form 3964 will be used as a receipt
for SECRET material transmitted between Army
activities when the U.S. Postal System or
mailroom messengers are used.

(2) DA Form 3964 is not required when SE-
CRET material is hand-carried between on-in-
stallation Army and/or other U.S. Government
activities and the authorized recipient person-
ally acknowledges responsibility for the mate-
rial.

c. CONFIDENTIAL. Receipts for CONFI-
DENTIAL material are prohibited unless required
by a non-Army originator or by other regula-
tions or directives.

6-6. Hand-carrying classified information
(Does not apply to COMSEC material.) Appro-
priately cleared personnel will be authorized, in
writing, by the SM or via courier card, to hand-
carry or escort classified material between
USAREC, Fort Knox, and CONUS activities to
be visited subject to the following conditions:

a. Surface transportation.

(1) When there is insufficient time to mail the
classified material and the activity to be visited
does not have the document on file.

(2) The courier will receive a briefing, given
by the SM, prior to travel and will sign a briefing
statement to that effect. The statement will be
retained on file until the individual is no longer
employed by HQ USAREC or HQ RS Bde.

(3) DD Form 2501 will be issued to couriers.

b. Air. Approval to hand-carry classified ma-
terial on commercial airlines within the U.S., its
territories, and Canada requires approval in
writing from the security officer.

(1) Every effort should be made to mail the
information and make hand-carrying unneces-
sary.

(2) If the material will not fit into a briefcase or
envelope and must be packaged, the approval
authority will make advance arrangements with
the airlines to ensure that package is not opened
for inspection.

(3) Ensure storage arrangements at the tem-
porary duty location are made upon arrival.

(4) Approval to hand-carry classified mate-
rial outside the U.S., its territories, and Canada
must be approved in writing by HQDA. All the
requirements of AR 380-5, paragraph 8-803,
must be addressed. Requests will be submitted
through the HQ RS Bde Security Division to
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HQDA.

Chapter 7
Reproduction

7-1. General

Each copy machine authorized for the repro-
duction of, up to and including, SECRET mate-
rial must have the HQ RS Bde Security Division
approval.

7-2. Procedures

The following procedures will be followed by
activity SM and other individuals requesting re-
production on these copy machines.

a. Ensure that individuals possess a valid
security clearance that is equal to or exceeds
the level of the material to be reproduced. Re-
production of classified material will be kept to a
minimum.

b. Stop all reproduction of classified material
if, at any point, it is determined the reproduction
equipment is not working properly.

c. Include an inspection of the copy machine
and surrounding area in the end-of-day secu-
rity check to ensure classified material has not
been left unsecured.

d. Individual(s) requesting reproduction will:

(1) Ensure DA Form 3964 is completed and
approved by the activity reproduction authority
prior to request for reproduction. (Security Divi-
sion approval authorities will complete DA Form
3964, section D, upon completion of reproduc-
tion. File copy will be maintained for 2 years.)

(2) Stop reproduction and immediately notify
the HQ RS Bde Security Division approval au-
thorities should reproduction equipment leave
latent images on reproduced copies.

(3) Run three blank pages through the copy
machine to ensure no latent images remain on
the drum. These pages will be handled and
destroyed as classified waste.

(4) Destroy unclear or unusable pages of
reproduced classified material.

Chapter 8
Accountability

The term accountability refers to the maintain-
ing of continuous administrative control of clas-
sified material (AR 380-5, para 7-300). Should
HQ USAREC or HQ RS Bde activities maintain
accountable material, the following will apply:

a. Accountability must be maintained using
DA Form 3964 or, in the case of COMSEC, the
required COMSEC forms.

b. The activity SM will maintain accountabil-
ity records required as required by AR 380-5.

Chapter 9
Violations or Compromises

9-1. General

Each SM will ensure that the discovery of a
security violation is immediately reported to the
security officer.



9-2. Procedures

The procedures for personnel in the reporting
of a suspected or known violation or compro-
mise are as follows:

a. The discoverer of the violation or compro-
mise will take immediate action to secure the
classified material. The SM will be notified and
given any known information relating to the inci-
dent.

b. The security officer will appoint a properly
cleared, disinterested individual to conduct a
preliminary inquiry.

c. If it is determined that a violation or com-
promise did occur, the originator of the material
will be notified (AR 380-5, paras 6-103 and 6-
104).

d. When the findings of the preliminary in-
quiry are considered sufficient for final disposi-
tion, the inquiry will be closed (AR 380-5, paras
6-103 and 6-104).

e. Further investigation is authorized upon
the preliminary inquiry officer’'s recommenda-
tion if:

(1) An actual compromise did occur, dam-
age to National Security is probable, and further
investigation would clarify cause.

(2) When the commander decides it might
be useful.

f. DA Form 3964, a memorandum, or DA Form
2134 (Security Violation(s) Report) will be used
to notify the sender of a classified document of
violations in marking, handling, failure to
doublewrap material, or improper mailing pro-
cedures (i.e., SECRET material being sent first
class or certified).

Chapter 10
Key Control

a. Personnel will be identified in writing for
maintaining key control for each activity. Keys
to offices are issued, by the building key control
custodian (USAREC property book officer), to
individual office occupants.

b. Personnel receipted for keys will not make
duplicate keys or issue keys to any other indi-
vidual. Loss of an assigned key will be reported
immediately to the activity SM.

c. Personnel will return all key(s) issued them
to the building key control custodian upon termi-
nation or transfer of employment.

Chapter 11
For Official Use Only Information

11-1. General

Information that has not been classified, but re-
quires protective measures may be considered
as being “For Official Use Only (FOUO).” (To
qualify as FOUO, it must meet exemption crite-
ria described in AR 25-55, chapter IV.

11-2. Markings

a. An unclassified document containing
FOUO information should be marked “FOR
OFFICIAL USE ONLY” in bold letters at least 3/
16 of an inch high at the bottom on the outside of

the front cover (if any), on the first page, on the
back page and on the outside of the back cover
(if any). FOUO will not be abbreviated for mark-
ing purposes - it must be entirely spelled out.

b. Within a classified document, an individual
page that contains both FOUO and classified
information shall be marked at the top and bot-
tom with the highest security classification of
information appearing on that page.

11-3. Dissemination, transportation, and
transmission

a. FOUO information may be disseminated
within Department of Defense (DOD) compo-
nents and between officials of DOD components,
etc., to conduct official business. Recipients
shall be made aware that the material contains
FOUO information. DA Label 87 (For Official
Use Only Cover Sheet) will be attached to the
top of the document when removed from file
containers (i.e., file cabinets or desks) or the
document will be covered with nonsensitive pa-
pers in such a manner as to prevent unautho-
rized access to the information.

b. FOUO information will be transported in
such a manner that precludes disclosure of the
contents. It may be sent by first class mail or
parcel post (this does not apply to classified
messages or any other classified material con-
taining FOUO information). Bulky items may be
sent by fourth class mail.

c. Each part of electrically transmitted mes-
sages containing FOUO information shall be
marked appropriately. Unclassified messages
containing FOUO information shall contain the
abbreviation FOUO before the beginning of the
text.

11-4. Safeguarding

a. Duty hours. FOUOQ information will have a
DA Label 87 attached when removed from con-
tainers (i.e., unlocked file cabinets or desks) or
will be covered with nonsensitive papers in such
a manner as to prevent unauthorized access to
the information.

b. After duty hours. FOUO material will be
stored with other unclassified material in un-
locked file cabinets or desks and rooms of
locked buildings.

c. Disposal. FOUO material will be destroyed
by shredding or by tearing each copy into pieces
to preclude reconstruction and placing them in
regular trash containers or as described in para-
graph 11-5.

d. Unauthorized disclosure. Appropriate ad-
ministrative action will be taken by the SM to fix
responsibility whenever possible. Unauthorized
disclosure of FOUO information that is protected
by the Privacy Act of 1974 could result in crimi-
nal sanctions against responsible person(s).
The DOD component that originated the FOUO
information will be informed of its unauthorized
disclosure.

11-5. Disposal
All FOUO or information protected by the Free-
dom of Information Act may be disposed of in
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the following manner:

a. Material must be bagged or boxed and
taken to the building recycle point. All carbon
paper must be removed.

b. An alternative measure (less desirable) is
to tear the material in half and half again (four
parts) and place in trash bins.



Appendix A SF 704
References SECRET Cover Sheet.

Section | SF 705
Related Publications CONFIDENTIAL Cover Sheet.

AR 15-6
Procedures for Investigating Officers and Boards
of Officers.

AR 25-55
The Department of the Army Freedom of Infor-
mation Act Program.

AR 340-21
The Army Privacy Program.

AR 380-5
Department of the Army Information Security
Program.

AR 380-10
Technology Transfer, Disclosure of Information,
and Contacts With Foreign Representatives.

AR 380-13
Acquisition and Storage of Information Concern-
ing Nonaffiliated Persons and Organizations.

AR 380-19
Information Systems Security.

AR 380-67
The Department of the Army Personnel Secu-
rity Program.

AR 381-10
U.S. Army Intelligence Activities.

AR 381-12
Subversion and Espionage Directed Against the

U.S. Army (SAEDA).

Section |l
Related Forms

DA Form 2134
Security Violation(s) Report.

DA Form 3964
Classified Document Accountability Record.

DA Form Label 87
For Official Use Only Cover Sheet.

DD Form 2501
Courier Authorization Card.

SF 700
Security Container Information.

SF 701
Activity Security Checklist.

SF 702
Security Container Check Sheet.
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Glossary

COMSEC
communications security

CONUS
continental United States

DA
Department of the Army

DOD
Department of Defense

FOUO
For Official Use Only

GSA
General Services Administration

HQDA
Headquarters, Department of the Army

HQ RS Bde
Headquarters, United States Army Recruiting
Support Brigade

HQ USAREC
Headquarters, United States Army Recruiting
Command

NATO
North Atlantic Treaty Organization

SM
security manager

TS
TOP SECRET

USAREC
United States Army Recruiting Command
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